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Digital Twins
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Digital twins are used to model and interact with complex systems
A digital twin is not a 3D model or a mockup, it is about data!

“A digital twin is a virtual
representation of real-world
entities and processes,
synchronized at a specified
frequency and fidelity.” pigital Twin

Consortium , December 2020 ﬁ p Dlgltal tWinS come in
:N=K> very for
= Structured digital information REPRESENTATION very

» Synchronization between
digital and physical entities

= Arbitrary synchronization st
frequenc =
- Ark?itrary)é)recision/fidelity Source : Digital Twins in Logistics — DHL

Digital Twins are not just about
but very much about
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Full applicative Digital Twins are generally not built from scratch
but thanks to a Digital Twin solution

Business Applications

Visualization Optimization Simulation
Digital
Digital Ontologies Data Ingestion Security Historization Synchronization Twin
; Enriched
Twin i Soluti
Solution olution
Graph Database

Infrastructure

Digital Twin solutions offer : creation

(connectors, injectors)/update/deletion, visualization, navigation, synchronization...
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Network Digital Twins
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Digital Twins are both challenging use cases for Networks > 2 IOWR
and a cornerstone for Network operations

Digital Twins as a building block of future networks

Digital Twins as a typical uses case of future
networks = A framework to help mastering complexity in addition to

Generalization of Digital Twins may challenge —or el P E el o CER I UL B ot o

motivate — future networks (6G) = Envisioned usages:

» Telco sites supervision and operation on the field

Applicati layer

cotos et ong e Do Vi resrson L = Simulation: network devops sandbox and What-if
‘ ' scenarios
ontae = Data aggregation and homogenization for network

modeling, deployment, supervision, management
p— and operation

What's IOWN? = Support for data intelligence (Al) and automation

Innovative Optical and Wireless N

Generating and Maintaining Digi

Cyber/Physic

Interaction Betwee!

Cognitive
Foundation

Real 5G Network —— Network Entities - Design and Virtual 5G Network
ptimize Diagnostics and Predictive Performance

Operations Prognostics Maintenance Improvements

LELI
Access

= lidati 2 i %
Network Ideal Real Production . S i tual vmﬁminﬁ
Delivery (Automation) Production,

issioning b«iﬁcatim P
-— . & [ n Production ' -& ] s
£ g A i “"‘ o o < ﬁ b
Maintenance Operational eal Time Aggregated Insights from

Digital Twin Performance History History opel;‘::'_:’"a' Data  performance Digital Twin Product

el 51t

v
i
a
H
n
||

K

' e 0qh o0

Orange Restricted



Network Digital Twin for Autonomous Networks -m

Autonomous networks (AN) is defined in the Autonomous Networks Project by TM Forum aims
to create fully automated, innovative network and ICT services for vertical industries

Orange is one of the founding members of TM Forum’s AN project, and has committed to
achieving Level 4 Autonomous Networks (AN) by 2025

Network Digital Twin is cornerstone for implementing L4, in terms of satisfying the
autonomous closed-loop requirements of L4

LO: L1 [&-H L3: L4: LS:
- D\;li"rtua_l acrlaea;d Autonomous Manual Assisted Partial ‘Conditional High Full
1amic Close (o] A
Loop

Levels Operation & peration &

Al Al A
Networks. Networks Networks Networks

Execution
Global

Active White Box Awareness
Analysis Decision-

Making

Analysis

Decision P/S
Full-time &
Full-domain Intent/
Perception :

N P
Experience

Applicability

Select scenarios

. . Autonomous Network Levels(ANL) from TM Forum
Relationship between NDT & AN L4
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Network Digital Twin use cases in a Network Lifecycle

Non exhaustive list

Continuous Improvement
* Implementing lessons learned
Testing New Technologies
+ Simulating new services

Decommissioning planning

Data migration

Assessing the impact of
retiring components
Planning of replacements

Ensuring smooth transition of
services from old to new
systems

Retirement

Predictive Maintenance
= Anticipating failures
Performance tuning
* Adjusting network parameters
based on simulated scenarios
Field Operations
= Optimizing Field Interventions

L)

e
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Network Planning and Optimization

Network Planning and Simulation

Capacity planning
Network design

What-if analysis
Fault simulation
Impact Analysis

Deployment

\

oﬁ

Installation simulation

Integration testing

infrastructure

» Testing deployment strategies
and configurations before
physical implementation

* Ensuring new components work
seamlessly with existing

Performance Monitoring
* Real-time analytics
+ Anomaly detection
Root Cause Analysis
* Alarms correlation
* Investigating issues
Resilience
« Disaster Recovery
Threat Detection and Response
+ |dentifying security threats




Thing’in, a graph-based
Digital Twin Platform
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Why graph representations?

Graphs are the most universal, versatile and
adaptable way to structure information

— Graphs do not enforce any other rigid a priori
structuration

Graphs capture multi-scale & multi-level “systems
of systems” composition

Graphs build up incrementally and become richer
with each added link

— Self-reinforcing information percolation within
the graph

Graph databases are extensively used: they scal/él

1
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@ Event (e.g. alam)
@ Ticket (frouble, change)

. Service/Customer

. Team

Is connected to (Network physical link)
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Thing’in Digital Twin Platform

A core graph of digital twins + a catalog of generic and domain specific tools/enablers

properties (function, model, serial number, state...)
relationships (is-contained-in, is-part-of, is-sensor-for...)
semantics (ontologies)

access modalities (configuration, security, price...)

Graph Editors

Injectors and connectors (e.g. BIM, LiveObjects)

Graph 2D/3D visualization and navigation

Geographic mapping on 2D plans (e.g. OpenStreetMap)
Graph search, query, reasoning and inference

Enablers

https://www.thinginthefuture.com
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Thing’in Modularity

synchronisation

LiveObject

Connector

BIM

Connector
Connector

SmartTrack
ing
Connector

Fiware

Connector
Connector

Schneider
Connector

Data model

N7

Simulator
NetSIM4Opt

Portal

. Graph 2D
Web
Component

Semantics

TransportP Map OSM
CE T Web

Connector Sad : Component
Federation

Toaster
Connector

Graph

Historicization

G

StreetView
Web
Component

Ontology
Lookup Service
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Viewer
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Ptf GUI
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Use cases within Orange
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Orange is very active on Network Digital Twin, beyond research, with

several ongoing projects with BU

Digital Twin Enabler project
= Root Cause Analysis for the Transmission Network
= Change Management for the New Mobile Core Network

Cognitive Networks Operation project

= Targets transition to highly automated L3/4
Network Operations Centers (NOC)

= Will leverage Al and Digital Twins

Digital Twin for Optical Networks

= [P/Optical multilayer fault detection and recovery (IP
and/or optical re-routing decisions) based on

Digital Twin for B2B Evolution Platform

= Simulation and evaluation of user-configured
connectivity services cost in Euros and Carbon
Footprint

simulations

= Sequels (with IOWN) around All-Photonic Networks and
Transport PCE

Fiber Network Digital Twins
= Alignment IS-real world: Digital Twin as a source of truth

= Links Network Digital Twin and XR (augmented
technician) / supervision and field intervention

Digital Twin for Home LAN Management to
experiment Digital Twin benefits in the Home
context

= Improve efficiency of Home LAN exploitation teams
and customer support

= Contribute to improve WiFi Quality of Experience

= Manage Home LAN resilience in a Home LAN open
to third parties

15
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Digital Twins for interventions: bridging 3D, XR and Digital Twins

GoSpatial Toolkit

/ Edge Computing

L ] ¢
ARCloud Platform Digital Twin Platform
E com <SolAr> Thing in the future

Make the Network Digital Twin the source of truth to save time during interventions

16 .
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Digital Twins for Home LAN Management: bridging Al and Digital Twins

Managing cascading failures in Home LANs open to third parties

Collaborative LAN Re =

silience

Ensure the continui

Sl ity of a multi-actor network

resolve outages using Al and digital twins

You are on the Qualif instance platform 0

A Digital Twin of the Home LAN providing the Thing in the future P ™ s tune suve ioms —
dependencies between devices and services

Objects:17, links:44 3

Al technics to automatically infer dependencies Sismoetg™ "
(Semantic Reasoning) and automate failure resolution 9 Actuator ©

(Multi-Agent System) _
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Conclusion
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Conclusion, take aways, next steps

= Network Digital Twins, combined with other technologies, are the corner stone for
Network Augmented Operations and Automation all along the whole Network lifecycle

= Digital Twin Solutions bring mutualized features and tools to capitalize during various
projects

= Graph-based Digital Twins offer a flexible and interoperable way to model and structure
information for all network type, segment and layer

* Real use cases are implemented today

= Next challenges (among others)
— Trusted Automation based on a “quality in, quality out” unified data layer

— Cognitive Digital Twins by pursuing the combination of Digital Twins with Al technologies to

fill the gap from reactive to proactive and predictive solutions
19
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