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BSI as the Federal Cyber Security Authority
shapes information security in digitization through prevention, detection and reaction

for government, business and society.

Competence Center 5G/6G

• Security guidelines for national 5G network operators

• 5G/6G Security Lab: Analysis and evaluation of vulnerabilities and attack
vectors

• Standardization and certification: Cooperation in international committees
(e.g. ENISA, 3GPP, ETSI)

• Cooperation with R&D, vendors and MNOs



What exactly is a Covert Channel?
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• Covert channels hide existence of data transmission between covert sender and receiver

• Originally not intended for transferring data

• Network covert channels categorized by taxonomy of Wendzel et al.:

Steffen Wendzel et al. “Pattern-Based Survey and Categorization of Network Covert Channel Techniques”. 2015. https://doi.org/10.1145/2684195
Steffen Wendzel. 2015-Taxonomy (Networking). 2022. https://patterns.ztt.hs-worms.de/NIHPattern/ 



5G New Radio

11.09.2024 4

• RRC: Procedures for establishment, configuration and management
of radio link between base station and UE

• SDAP: Quality of Service (QoS) management

• PDCP: Merge of CP and UP payload as well as encryption and 
integrity protection

• RLC: Procedures for segmentation and retransmissions

• MAC: Procedures for random access and error correction

• PHY: Procedures for physical data transmission on uplink/downlink 



Protocol Analysis – Service Data Adaption Protocol (SDAP)
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• Header consists mostly of QoS Flow Identifier

• Only 1 reserved bit in header of uplink PDU

• SDAP is less suitable for hiding information → SDAP is not considered further 



Protocol Analysis – Packet Data Convergence Protocol (PDCP)
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• Exploitation of Sequence Number is feasible → high risk of detection

• Exploitation of MAC field is possbile, but only if integrity protection is configured by RRC

• PDCP has 5 reserved bits → good basis for hiding information 



Protocol Analysis – Radio Link Control (RLC)
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• RLC has plenty of header elements to exploit

• Sequence Number and Segment Offset can be utilized to encode covert data 
→ most likely affects functionality → high risk of detection

• Header contains 2 reserved bits → Could probably be used in addition to PDCP



Transmission of ASCII Characters over a Covert Channel
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Proof of Concept with Virtualized Test Environment
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Covert Sender Covert Receiver



Practical Verification of Covert Channel
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Evaluation of the Covert Channel within PDCP
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• Reliability is ensured by PDCP 
→ Robust against normal channel noise

• Covert capacity depends on:
– Bandwidth of overt traffic (proportional)
– Interval of covert transmission (proportional)

• Randomized intervals improve undetectability

• Practical example: 
Broadband transmission (20 Mbps, 60 seconds)
→ 815 words (5600 characters)



Detection of the Covert Channel
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1) Detection within base station or User Equipment
• Unrestricted access to protocol layer
• Logging or network analyzer

2) Detection on air interface
• Only possible if encryption is not activated
• Knowledge of radio parameters necessary
• Not possible over a large area



How to Prevent the Covert Channel?
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But what about Open RAN?
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• New interfaces and components in O-RAN with Application Protocols, Service Models and Message Flows 
(OFH, A1, E2, O1, O2, Y1, …) 

→ Many possibilities to create covert channels!

• Example: Reserved bits in OFH



Good News: There is a test! Bad News: …?
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Security through Certification
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• Certification of critical network equipment in public 5G networks
– Required by German law (§165 TKG) as of January 2026
– By an authorized certification body → BSI

• Technical Guideline TR-03163: Security in Telecommunications Infrastructure
→ Selection of authorized certification schemes

• NESAS Cybersecurity Certification Scheme – German Implementation (CCS-GI)
– Based on GSMA Network Equipment Security Assurance Scheme (NESAS)

• Security Assurance Specifications (SCAS)
– Security Tests specified by 3GPP (TS 33.xxx)
– Available for many 4G and 5G network functions

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr03163/tr03163_node.html


Summary
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• Covert channels are feasible in 5G

• Exploitation of PDCP is the best option on the 5G air interface → Covert capacity can be high 

• O-RAN can be exploited, too! → O-RAN Alliance needs to extend and clarify their security tests

• Enhancements and (practical) verification of Security Assurance Tests by BSI
→ Basis for certification of commercial 5G components

1. Assurance of security measures
2. Reduction of implementation flaws

• BSI continues standardization work in 3GPP, ETSI and GSMA NESAS Group
→ Current focus on enhancements of SCAS



Any Questions?

Markus Walter
Division S 31 – Security for 5G/6G Infrastructure 

markus.walter@bsi.bund.de
referat-s31@bsi.bund.de

Federal Office for Information Security (BSI)
Hüttenstr. 14
01705 Freital
www.bsi.bund.de

Contact
Das BSI als die Cybersicherheitsbehörde des Bundes

gestaltet Informationssicherheit in der Digitalisierung
durch Prävention, Detektion und Reaktion

für Staat, Wirtschaft und Gesellschaft.
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